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What is Spyware? 1
Spyware is software that aids in gathering information 
about a person or organization without their knowledge 
and that may send such information to another entity 
without the consumer’s  consent, or that asserts control 
over a computer without the consumer’s knowledge.

SSpyware is mostly classied into four types:  system 
monitors, trojans, adware, and tracking cookies.  Spyware is 
mostly used for the purposes of; tracking and storing 
internet users’ movements on the web, and serving up 
pop-up ads to internet users.    

WWhenever spyware is used for malicious purposes, it’s 
presence is typically hidden from the user and can be diffi-
cult to detect.  

Microsoft comes out with updates and patches for 
it’s operating systems all the time.  It is imperative 
that you install all available updates, and check 
Microsoft’s website frequently for additional 
updates

It is recommended to have at least Windows 7 or 
above installed on your computer to have the most 
readily available protection.  Operating systems 
below Windows 7 (Vista, XP) do not have the built in 
capability to block or detect spyware.



Scam artists are also using the phone to try to break into your 
computer.  They call, claiming to be computer techs associ-
ated with well-known companies like Microsoft.  They say 
that they’ve detected viruses or other malware on your 
computer to trick you into giving them remote access or 
paying for software you don’t need.

These scammers take advantage of your reasonable concerns 
about viruses and other threats.  They know that computer 
users have heard time and again that it’s important to install 
security software.  But the purpose behind their elaborate 
scheme isn’t to protect your computer, it’s to make money.  

SScammers have been peddling bogus security software for 
years.  They set up fake websites, offer free “security” scans, 
and send alarming messages to try to convince you that your 
computer is infected.  Then, they try to sell you software to x 
the problem.  At best, the software is worthless or available 
elsewhere for free.  At worst, it could be malware - software 
designed to give criminals access to your computer and your 
personal inpersonal information.  

If you get a call from someone who claims to be a tech 
support person, hang  up and call the company yourself on a 
phone number you know to be geniune.

*  Never give control of your computer to a third party who 
calls you out of the blue.  
*  Never provide your credit card or nancial information to 
someone who calls claiming to be from a tech support 
company. 
*  If a caller pressures you to buy a computer security product 
or says there is a subscription fee associated with the call, 
simply hang up.  

IIf you think you might have downloaded malware from a 
scam site or allowed a cybercriminal to access your computer, 
don’t panic.  Instead contact Zion Technologies, Inc. 



Another type of virus or malware is called Ransomware.  Ran-
somware stops you from using your computer.  It holds your 
computer or les for ransom.  Some versions of ransomware 
are called “FBI Moneypak” or the “FBI virus” because they use 
the FBI’s logos.  

There are several different types of ransomware.  However, all 
of them will prevent you from using your computer normally, 
and they will all ask you to do something before you can use 
your computer.

They can:
* Prevent you from accessing Windows.
*  Encrypt les so you can’t use them.
*  *  Stop certain apps from running (like your web browser).
They will demand that you do something to get access to 
your PC or les.  We have seen them:
*  Demand you pay money
*  Make you complete surveys 
*  Ask that you call a phone number

OOften the ransomware will claim you have done something 
illegal with your computer, and that you are being ned by a 
police force or government agency.  

These claims are false.  It is a scare tactic designed to make 
you pay the money without telling anyone who might be 
able to restore your computer.

TThere is no guarantee that paying the ne or doing what the 
ransomware tells you will give you access to your computer 
or les again.  

If you think you might have downloaded ransomware from a 
scam site or allowed a cybercriminal to access your computer, 
don’t panic.  Instead contact Zion Technologies, Inc. 



2The dangers and effects of
Spyware

Spyware can continue to affect you by automatically 
updating itself, and by allowing other programs to be 
installed on your computer.  Eventually your computer will 
acquire hundreds if not thousands of spyware entries that 
will cause your computer to slow down.

Listed below are the primary categories of which spyware 
fall under, and their descriptions.

These types of spyware can cause your computer to become 
unstable, and corrupt your operating system (OS).  When this 
happens the OS will more than likely need to be repaired or 
reinstalled.  As a result you may end up spending more than 
$200.00 to have the computer xed.



Protect yourself! 3
There is no guaranteed way to keep spyware from getting 
on your computer.  Eventually every computer that accesses 
the Internet will become infected.  However, listed below are 
some simple procedures that you should use while surng 
the Internet to help minimize spyware/virus infections.

  Install an Antivirus/Antispyware program.  Be sure to 
keep this up to date and do weekly scans.
    Install and use alternative web browsers when just 
surng around on the Internet, such as Mozilla Firefox or 
Google Chrome.
  Keep your Operating System updated with Microsoft 
Windows Updates.

To further prevent Spyware/Virus infections:
 
    Beware of attachments you receive in your email or 
through instant messengers.  Make sure to only open 
attachements if you know it comes from a trusted source.  
Viruses come with some messages that trick you into 
openting the attachments.  When in doubt, delete the email.                   
  Do not click on pop up windows while browsing the In-
ternet.  
  Beware of advertisements.  Many offer temptations like 
ash games, music movies, or videos for free.  If the offer 
seems too good to be true, it’s likely to be fake and contain 
spyware or viruses.   
If at any time you are asked to install any of the above, say 
no.  Exit the installation if you have to say yes to continue.



2 Security Programs to have installed on your 
computer:
  Spybot Search & Destroy (Spyware Detector 
Remover & System Immunizer)
  Spyware Blaster (System Immunizer)

BBoth of these programs have “Immunization” 
features built into the programs.   When updated, 
and manually immunized after each update, these 
programs will help block bad websites and spyware 
from getting through your Internet Browser.  Also 
make sure to have an updated, active antivirus 
program doing its job.  Once again, these are not 
100% e100% effective, but they are the best options for 
protecting your browser from the majority of infec-
tious websites out there.

It is critical that these 2 programs are periodically 
manually updated  and the immunization feature is 
enabled after each update.  

Make sure to backup your data (documents, bookmark les, 
important email messages, etc.) on a regular basis so that in 
the event of a virus infection, you do not lose valuable work.

Carbonite Online Backup is simple, secure and unlimited.  It 
works automatically to backup les on your PC or Mac.
ZionZion Technologies, Inc. is an official reseller of Carbonite 
Online Backup.  Click the link or visit the url below to order 
and secure your data today. 
http://www.ziontechs.com/carbonite/carbonite.html

If you are in doubt about anything you have accessed, 
downloaded, or installed from the Internet, run a Google 
search on it to nd out more information (http://www.goo-
gle.com).  If you need further assistance consult your Zion 
Technologies Technician for additional support.



Read before you click, always have an antivirus program 
installed, and always do all available updates for your 
computer.  If you follow this guide you will be protected 
from spyware above and beyond the average user.  
Remember that your Zion Technicians are always at your 
disposal.  Call them if you have any questions or concerns.

Pricing:

Virus Removal 1 - 1,000,000 virii                                                  $75
Spyware and Adware Removal and Protection                      $75
Operating Systems Reinstall (includes updates)                  $150
Data Transfer and Program Resintallation                     $50-$400

It is very important to have the Spyware and Adware Protec-
tion package installed as soon as you purchase a new 
computer to avoid additional costs if  the computer gets cor-
rupted from spyware and adware. Additional costs are oper-
ating system reinstalls and data transfer fee

Please contact us ASAP about your computer needs!

Zion Technologies, Inc.
2851 East Bristol Street 

SUITE D 
Elkhart, IN 46514
574-266-5867
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